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This talk is not just about surveillance in China

= UTAH DATA CENTER

IF YOU NAVE
; NOTHING TO HIDE
YOU HAVE NOTHING TO FEAR




TOP SECRET STRAP1

Response to improving security

For the past decade, NSA has lead an
aggressive, multi-pronged effort to break widely
used Internet encryption technologies

Cryptanalytic capabilities are now coming on line
Vast amounts of encrypted Internet data which
have up till now been discarded are now
exploitable

Major new processing systems, SIGDEV efforts
and tasking must be put in place to capitalize on
this opportunity
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Adversaries

Anyone on your network
Your ISP

The server’s ISP

Every network in between
Every state actor in between




Encryption limits network surveillance

Today, TLS is the de-facto standard...




Use TLS! Don’t roll your own crypto!




Percentage of Web Pages Loaded by Firefox Using HTTPS

(14-day moving average, source: Firefox Telemetry)
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But what about mobile?

Today, mobile traffic surpasses web network traffic by ~2x globally.

Widespread assumption in the security community that TLS trends on web
transfer to mobile... but do they?



1. App w >1.5 billion MAU




1. WeChat

Analyzing the Tracking Ecosystem of WeChat Mini
Programs: MMTLS Security and Information Flows
Mona Wang, Jeffrey Knockel, Pellaeon Lin, Will Greenberg, Prateek
Mittal, Jonathan Mayer
(PETS 2025)




WeChat uses MMTLS

| Protocol | Lengtt| Info

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

171
742
742
846
749
754
742
770
754
801
779
964
754
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POST
POST
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POST
POST
POST
POST
POST
POST
POST
POST

http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgminorshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
//sgshort.wechat.com/mmtls/23a849f7 HTTP/1.1
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What is MMTLS?

e WeChat's custom network encryption
e Responsible for encrypting over one billion users’ network traffic
e There’s only one document published by Tencent about it on Github’

' WeChat Mobile Development Team, E-FTLS1.30M1E R £ &S W mmtis 7+ 48/“Introducing WeChat's secure
communication protocol mmtls based on TLS1.3”, Github
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How does WeChat encrypt requests?

e HTTPS — QUIC are used for large file downloads from CDNs
e MMTLS is used for everything else

Sending/receiving messages

Advertisements

Search

Payments

Moments

Analytics during Mini Program usage

O O O O O O

13



How does WeChat encrypt requests?

Business-
layer

MMTLS

transport
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How does WeChat encrypt requests?

Two transports: Longlink and Shortlink

Longlink

TCP, port 8080
Long-lived connection

Multiple request-responses

used for, e.g.

©)

WeChat messages

Shortlink

HTTP POST, port 80
Short-lived connection
Supports single request-response

used for, e.g.
o Mini program, search analytics

15



How does WeChat encrypt requests?

Key derivation Encryption
MMTLS layer DH with resumption AES-GCM with tag
Business-layer, logged-out Static DH AES-GCM with tag
Business-layer, logged-in  Fixed key from server AES-CBC with checksum

Library
libwechatnetwork.so
libwechatmm.so

1ibMMProtocalJNI.so

16



How does WeChat encrypt requests?

e They're encrypted twice
o (and also differently if you're logged-out)

N MMTLS headers
WeChat request P ~
headers
] EC%EIS&G(-:M (\jN (( > ciphertext2
Protobuf AES-CBC w/ : -aerivea key
« . ” ciphertext1 N y
data session key

J N J

e Y

‘MMTLS” encryption

“B H _I 2 t
usiness-layer” encryption e Addedin 2016

e Found and reported many issues
e Tencent responds and says they'd
fix them??? 7



1. WeChat . ‘

The Not-So-Silent Type: Vulnerabilities in Chinese

IME Keyboards’ Network Security Protocols
Jeffrey Knockel, Mona Wang, Zoé Reichert
ACM CCS 2024




Landscape of third-party Chinese keyboards (IMEs)

MAU of most popular IME in 2022

3 607.7 Ry e IME: Input Method Editor
% 2t e Keyboard software
5 2507 o e Third-party keyboard software is
= 0 _r : — essential for typing Chinese
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What's a Chinese IME?



What's a Chinese IME?




What's a Chinese IME?




What's a Chinese IME?
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What's a Chinese IME?

(2 Bignal message
ni men hao

frfiilgs R R ] fE

4 5 6
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The advent of “cloud-based” prediction
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The advent of “cloud-based” prediction

Google Faces Plagiarism Questions

Over Chinese Software

(S Send message e
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Posted by Zonk on Sunday April 08, 2007 @03:03PM from the {'lljust-take-a-

yaohua2000 writes

"Google's laboratory in China has launched its first product, a
Pinyin Input Method Editor. The software allows the romanized
characters to be translated to more traditional Chinese symbols ,
via entering on a QWERTY keyboard. Users soon discovered that
the data Google used for the product was unusually similar to the
data used by a Chinese rival, Sogou. Google has evaded the
question about software similarities, reports PC World. "The
similarities, which included an error involving the name of a
celebrity, were noted on a Google Labs discussion board about its
Pinyin IME. Users noted that entering the Pinyin pinggong into the
Google IME incorrectly produced the name of Feng Gong, an actor
and comedian.™




The advent of “cloud-based” prediction

\'( Your mom and | are going

. to divorce next month

o

"o -
what??? why! call me
please?

phone changed it. We are

“I wrote Disney and this W
._going to Disney.




The advent of “cloud-based” prediction

(Y,o_urmom'andl are going Google Faces Plagiarism Questions 52
s o : i 0/
lodivorce nextmonth | Over Chinese Software
r ™
- what??? why! call me A  Posted by Zonk on Sunday April 08, 2007 @03:03PM from the Plljust-take-a-
please? v
I wrote Disney and this yaohua2000 writes
[(phone changed it. We are
\goihg to DISney. "Google's laboratory in China has launched its first product, a

Pinyin Input Method Editor. The software allows the romanized
characters to be translated to more traditional Chinese symbols ,
via entering on a QWERTY keyboard. Users soon discovered that
the data Google used for the product was unusually similar to the
data used by a Chinese rival, Sogou. Google has evaded the
question about software similarities, reports PC World. The
similarities, which included an error involving the name of a
celebrity, were noted on a Google Labs discussion board about its
Pinyin IME. Users noted that entering the Pinyin pinggong into the
Google IME incorrectly produced the name of Feng Gong, an actor
and comedian."




They are keyloggers

You Shouldn’t Collect My Secrets: Thwarting Sensitive

Keystroke Leakage in Mobile IME Apps
Jin Chen, Haibo Chen, Erick Bauman, Zhigiang Lin, Binyu Zang, Haibing Guan
Usenix Security 2015




They are keyloggers

You Shouldn’t Collect My Secrets: Thwarting Sensitive

Keystroke Leakage in Mobile IME Apps
Jin Chen, Haibo Chen, Erick Bauman, Zhigiang Lin, Binyu Zang, Haibing Guan
Usenix Security 2015

...this talk is not about how they are keyloggers



Legend

X X working exploit created to decrypt transmitted keystrokes for both active and passive eavesdroppers
X  working exploit created to decrypt transmitted keystrokes for an active eavesdropper
! weaknesses present in cryptography implementation

¢ noknown issues

N/A  product not offered or not present on device analyzed

Keyboard developer Android i0S Windows

Tencent X l/ X
Baidu ! ! XX

iFlytek XX v v



X X working exploit created to decrypt transmitted keystrokes for both active and passive eavesdroppers

X  working exploit created to decrypt transmitted keystrokes for an active eavesdropper

weaknesses present in cryptography implementation

¢ noknownissues

N/A  product not offered or not present on device analyzed

Device manufacturer iFlytek i Windows
Samsung XX v* XX N/A N/A N/A
Huawei v?* v N/A N/A N/A N/A
Xiaomi N/A X* XX XX N/A N/A
OPPO N/A X xXxX* N/A N/A N/A
Vivo v* X N/A N/A N/A N/A
Honor N/A N/A xXX* N/A N/A N/A

* Default keyboard on device



Sogou IME

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Ad Wu 2

@BRRE Q>

sogou-win.pcapng

-

[I [http.request.method =="POST" | '] % Host HTTP(2) Request
|No. Stream  Time Source Destination TTL 1PID Country Protocol Length  Host Method
163 9 21:04:30.023384 10.0.2.15 39.156.165.32 128 0x67f.. China HTTP 625 get.sogou.com POST
1681 7 21:04:46.516453 10.0.2.15 39.156.165.32 128 0x697.. China HTTP 793 get.sogou.com POST
1812 12 21:04:59.929873 10.0.2.15 39.156.165.32 128 0x69c.. China HTTP 689 get.sogou.com POST
2239 42 21:05:26.744767 10.0.2.15 39.156.165.32 128 0x6a4.. China HTTP 601 get.sogou.com POST
2416 50 21:07:08.922390 10.0.2.15 39.156.165.32 128 0x6a9.. China HTTP 993 get.sogou.com POST
2426 51 21:07:10.049447 10.0.2.15 39.156.165.32 128 0x6a9.. China HTTP 993 get.sogou.com POST
52 21:07:22.749503 10.0.2.15 39.156.165.32 128 Ox6a9.. 929 get.sogou.com
2448 53 21:07:23.563355 10.0.2.15 39.156.165.32 128 0x6aa.. China HTTP 929 get.sogou.com POST
2459 54 21:07:49.269127 10.0.2.15 39.156.165.32 128 0x6aa.. China HTTP 929 get.sogou.com POST
2466 55 21:07:49.573347 10.0.2.15 39.156.165.32 128 0x6aa.. China HTTP 929 get.sogou.com POST
2478 56 21:07:51.920568 10.0.2.15 39.156.165.32 128 0x6ab.. China HTTP 929 get.sogou.com POST
2488 57 21:08:17.108240 10.0.2.15 39.156.165.32 128 0x6ab.. China HTTP 929 get.sogou.com POST
2498 58 21:08:17.417662 10.0.2.15 39.156.165.32 128 0x6ab.. China HTTP 929 get.sogou.com POST
2509 59 21:08:19.975612 10.0.2.15 39.156.165.32 128 @x6ac.. China HTTP 929 get.sogou.com POST
2516 60 21:08:20.282043 10.0.2.15 39.156.165.32 128 0x6ac.. China HTTP 929 get.sogou.com POST
4 »
Host: get.sogou.com\r\n ~!| 80co 65 6e 67 32 0a 0d Length: 722----k
Connection: close\r\n 00do
User-Agent: sogou_ime\r\n 00e0
» Content-Length: 722\r\n oofe
\r\n 0100
[Full request URI: http://get.sogou.com/q 0110
[HTTP request 1/1] 0120
[Response in frame: 2440] 0130
File Data: 722 bytes 0140
~ HTML Form URL Encoded: application/x-www-form-urlencoded 0150
"FDhfMFPEL7JPS9 JZ1HyiCIZSoxvvviHgSZEm V 0160
» Form item: "v "DwPfg55 51/8dAusInZBnCOakVXUCFjXZMF3HR 0170 L7vI="A
» Form item: "u "9F1FygGRO53cP30qfhHMAIKmQiTyOxIfogBru3ul 0180 DwPfg55+ 51/8dAus
» Form item: "g" = "rbIqDI10140zvaVexEFtiy®I4EzIQS2GQpLU pq 0190 InZBnCOa kVXUCjFj
» Form item: "p" = "8XbsCmnQFu70Bb/0aInQAblgSxxpm1s5asTLLFfi_ | 0120 XZMf3HRL EUWNzeYS

4

»

@ 7 Text item (text), 174 bytes

01be@ 51 51 57 31

4b

Packets: 2544 - Displayed: 23 (0.9%)

QQW1Kv8D c3pCjafu
Profile: Default

33



Sogou IME

o K- AES key (encrypted with 1024-bit public RSA key)
e V — IV (encrypted with 1024-bit public RSA key)

RSA-bootstrapped AES...

34



Sogou IME

o K- AES key (encrypted with 1024-bit public RSA key)
e V — IV (encrypted with 1024-bit public RSA key)

RSA-bootstrapped AES...

Susceptible to a variant of a CBC padding oracle attack

35



N =~

{
1 A
2: "1111_sogou_pinyin_guanwang_13.4e_1111"
3: "13.4.0.7561"
5: 3
7: 1
8: "13.4.0.7561"
}

7. "nihaohaohaohaohaohaohaozdaasdfffaahellocanyoureadthis"
16: 11
17 {

36



iFlytek-Android

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

iflytek-typing.pcapng

- o pE . == !
AN @ @[REB RCI»VILdZ=EaQaqaE
[ ]http.request.method == "POST" [E" -] Host HTTP(2) Request
No. Stream Time Source Destination TTL IPID Country Protocol Length Host Method */
‘ 251 1 13:53:19.94715.. 10.42.0.123 183.192.161.22 64 0x3d5.. China HTTP 378 pinyin.voicecloud.cn POST
253 2 13:53:20.04955.. 10.42.0.123 183.192.161.22 64 0xb63.. China HTTP 378 pinyin.voicecloud.cn POST
257 1 13:53:20.35535.. 10.42.0.123 183.192.161.22 64 0x3d5.. China HTTP 378 pinyin.voicecloud.cn POST
261 2 13:53:20.81590.. 10.42.0.123 183.192.161.22 64 0xb63.. China HTTP 378 pinyin.voicecloud.cn POST
263 1 13:53:21.11744.. 10.42.0.123 183.192.161.22 64 0x3d5.. China HTTP 378 pinyin.voicecloud.cn POST
265 2 13:53:21.15016.. 10.42.0.123 183.192.161.22 64 0xb63.. China HTTP 378 pinyin.voicecloud.cn POST
271 2 13:53:21.64774.. 10.42.0.123 183.192.161.22 64 0xb64.. China HTTP 378 pinyin.voicecloud.cn POST
274 7 13:53:21.74995.. 10.42.0.123 183.192.161.22 64 0xe5a.. China HTTP 378 pinyin.voicecloud.cn POST
276 1 13:53:21.97310.. 10.42.0.123 183.192.161.22 64 0x3d5.. China HTTP 378 pinyin.voicecloud.cn POST
281 2 13:53:22.21112.. 10.42.0.123 183.192.161.22 64 0xb64.. China HTTP 378 pinyin.voicecloud.cn POST
286 1 13:53:22.51204.. 10.42.0.123 183.192.161.22 64 0x3d6.. China HTTP 378 pinyin.voicecloud.cn POST
317 2 13:53:23.36951.. 10.42.0.123 183.192.161.22 64 0xb64.. China HTTP 378 pinyin.voicecloud.cn POST
319 1 . 10.42.0.123 183.192.161.22 HTTP 378 pinyin.voicecloud.cn POST
E 2 . 10.42.0.123 183.192.161.22 pinyin.voicecloud.cn
L 329 1 13:53:24.21863.. 10.42.0.123 183.192.161.22 64 0x3d6.. China HTTP 378 pinyin.voicecloud.cn POST -|
|4 »
Accept-Encoding: identity\r\n ~| 0080 2e 31 34 39 38 33 20 48 54 54 50 2f 31 2e 31 od .14983 H TTP/1.1- *
» Content-Length: 104\r\n 0099 @a 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e 67 -Accept- Encoding
Host: pinyin.voicecloud.cn\r\n f0ab  3a 20 69 64 65 6e 74 69 74 79 0d Ga 43 6f 6e 74 : identi ty--Cont
Connection: Keep-Alive\r\n 00bo 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 31 30 34 6d ent-Leng th: 104-
User-Agent: okhttp/3.12.3\r\n 00cH Oa 48 6f 73 74 33 20 70 69 6e 79 69 6e 2e 76 6f -Host: p inyin.vo
\r\n 00do 69 63 65 63 6c 6f 75 64 2e 63 6e 0d 0a 43 6f 6e icecloud .cn--Con
[Full request URI: http://pinyin.voicecloud.cn/?time=1694 0oe0  6e 65 63 74 69 6f 6e 3a 20 4b 65 65 70 2d 41 6c  nection: Keep-Al
[HTTP request 10/13] 0ofo 69 76 65 0d ®a 55 73 65 72 2d 41 67 65 6e 74 3a ive: -Use :
[Prev request in frame: 317] 0100 20 6f 6b 68 74 74 70 2f 33 2e 31 32 2e 33 0d 0a okhttp
[Response in frame: 328] 0110 0a . .
[Next request in frame: 331] 0120
File Data: 104 bytes 0130
|~ Data (104 bytes 0140
Data: aB0e32ff5fba68d7e3789c67bd285b2efded7fdo1ceds5fc2b 0150
[Length: 104] 0160
=l @170

14

O 7 Data (data.data), 104 bytes

Packets: 344 - Displayed: 24 (7.0%)

Profile: Default
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iFlytek-Android

__int64 generate_key seed()

[eturn now nancseconds() / 1000000;
¥

[...]

if ( ptr & length )

1
vl7 = (_DWORD)length + 8;
output = malloc((int)length + 8);
memset(output, @, v17);

kprintf((cha" *Ykey, "%¥0811u", (key seed ¥ OxS5F5E100) ~ 0x1001111);

vl9 = DES_ECB_Encrypt(ptr, (__int64)output,
free(ptr);

Ke

y, (unsigned int)length);

38



Baidu-v3-1

samsung-baidu-typing.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ @NRB ¢ >IraAEEaaaE

[A udp.dstport == 4040

[0 ~]40 Host HTTP(2) Request

K]
L

»
»
»
»

4

Data

19:59:07.34328...

Frame 25: 282 bytes on wire

© 7 Data (data.data), 240 bytes

10.42.0.123

(2256 bits), 282 bytes captured (
Ethernet II, Src: HTC_86:1a:8a (40:4e:36:86:1a:8a), Dst: Aske 0030
Internet Protocol Version 4, Src: 10.42.0.123, Dst: 163.177.1! 0040
User Datagram Protocol, Src Port: 39735, Dst Port: 4040
~ Data (240 bytes

truncated
[Length: 240]

163.177.18.42

: 03010000000078ec39be00e401000200e4000000 bINCLN(]

0x007...

China

No. Stream Time Source Destination TTL IPID Country Protocol Length Host Method =
1 19:59:03.01713.. 10.42.0.123 163.177.18.42 64 oxfcl.. China ubpP 282
2 19:59:03.01718.. 10.42.0.123 163.177.18.42 64 oxfed.. China ubP 282
3 19:59:03.10600.. 10.42.0.123 163.177.18.42 64 oxfed.. China ubpP 282
7 19:59:03.43030.. 10.42.0.123 163.177.18.42 64 oxfel.. China ubP 282
9 19:59:03.72659.. 10.42.0.123 163.177.18.42 64 oxfe2.. China ubpP 282

11 19:59:04.01770.. 10.42.0.123 163.177.18.42 64 oxfe7.. China ubpP 282
13 19:59:04.36315.. 10.42.0.123 163.177.18.42 64 oxfes8.. China ubP 282
q5 19:59:04.65400.. 10.42.0.123 163.177.18.42 64 oxfeb.. China ubP 282
17 19:59:05.23373.. 10.42.0.123 163.177.18.42 64 0xfec.. China ubpP 282
19 19:59:06.03824.. 10.42.0.123 163.177.18.42 64 oxff8.. China ubP 282
21 19:59:06.45497.. 10.42.0.123 163.177.18.42 64 0xffb.. China ubP 282
23 19:59:06.76345.. 10.42.0.123 163.177.18.42 64 oxffe.. China ubP 282

0020

0050
0060

0080
0090
00a0
00bo
00co
00de
00e0
eofe
0100
0110

Packets: 26 - Displayed: 13 (50.0%)

Profile: Default

39



Baidu-v3-1

def derive_key():

key = []
X = 0
for i in range(16):
b =~1 2 ((1 + 11) *x (x > (i & 3)))

key.append(b & 0xff)
X += 1937
return bytes(key)

40



Samsung IME

41



Samsung IME

Wireshark - Follow HTTP Stream (tcp.stream eq 1) - samsung.pcapng

= m} X

16028419411.P0OST /web_ime/mobile_pb.php?durtot=327&h=8f2bc112-bbec-3f96-86ca-652e98316ad8&r
=android_oem_samsung_open&v=8.13.10038.413173&s=&e=&1=&fc=0&base=dW5rbm93biswLjArMC4waext_v

er=0 HTTP/1.1

Content-Type: application/x-www-form-urlencoded
User-Agent: Dalvik/2.1.0 (Linux; U; Android 13; SM-T220 Build/TP1A.220624.014)

Host: shouji.sogou.com
Connection: Keep-Alive
Accept-Encoding: gzip
Content-Length: 167

\
$8f2bc112-bbec-3f96-86ca-652e98316ad8. .android_oem_samsung_open..8.13.10038.413173".999(.8.

".com.tencent.mobileqq: .[INiEle-IN o M-l A R0 . .

...... (R T

.0".327HTTP/1.1 200 OK

Date: Sat, 07 Oct 2023 19:10:13 GMT
Content-Type: application/octet-stream
Content-Length: 200

Connection: keep-alive

......... i2v

oYY eTTriesacdotohiiiss covinsiis, s
............. (=0

Reas

.'0}Y. fTr.e.a.d.t.h.i.s...BD

....... KEoslasasabindnnl tan

....... K e e
160284194117.

12 client pkts, 12 server pkts, 23 turns.

Find: |

Entire conversation (11 kB) . showdataas Ascll ~ | Stream | LJ:
|| Find Next
| @Help | | Filter Out This Stream || Print \ Save as... Back || ¥Close |



IME keyboard protocols

Protocol Status Core vulnerability Mode Variation
OEncryptWall-And Decryptable CBC padding oracle AES-CBC  Splits key into two, uses fixed IV
oEncryptWall-Win Decryptable CBC padding oracle AES-CBC
O BADUV3-1 Passively decryptable Fixed key AES-ECB  Additional permutations each AES round
O BaDUV3-2 Passively decryptable Fixed key AES-ECB  Missing AES round
A\ BAIDUv4 Not CPA-secure IV and key re-use AES-BCTR Uses home-rolled CTR mode
@ iFlytek-And Passively decryptable Key derived from timestamp| DES-ECB
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IME keyboard protocols

Vendor  Program name File/package name Version analyzed Platform  Protocol used As of 2024-04-01
Tencent  Sogou IME Sogoulnput_11.20_android_sweb.apk 11.20 Android o EncryptWall-An

Tencent  Sogou IME com.sogou.sogouinput 11.21 iOS Q’I'LS

Tencent  Sogou IME sogou_pinyin_guanwang_13.4e_111l.exe 13.4 Windowo EncryptWall-Wi

Tencent  QQ IME com.tencent.qgpinyin 8.6.3 Android @) EncryptWall-An ncryptWall-And
Tencent QQIME QOQPinyin_Setup_6.6.6304.400.exe 6.6.6304.400 Window}) EncryptWall-WingEncryptWall-Win
Baidu Baidu IME com.baidu.input 11.7.19.9 Android /\ BAIDUv4 /N\BAIDUv4

Baidu Baidu IME com.baidu.inputMethod 11.7.20 ioS /\ BAIDUv4 /N\BAIDUv4

Baidu Baidu IME BaiduPinyinSetup_6.0.3.44.exe 6.0.3.44 Window{ ) BAIDUv3-2

iFlytek iFlytek IME com.iflytek.inputmethod 12.1.10 Android @ iFlytek-And

iFlytek iFlytek IME com.iflytek.inputime 12.1.3338 iOS TLS

iFlytek iFlytek IME iFlyIME_Setup_3.0.1734.exe 3.0.1734 Window{ * )TLS

Honor Baidu IME Honor Version com.baidu.input_hihonor 8.2.501.1 Android @ BAIDUv3-2

Huawei  Celia IME com.huawei.ohos.inputmethod 1.0.19.333 Android (*)TLS

Huawei  Sogou IME com.sohu.inputmethod.sogou 1131 Android (*)TLS*

OPPO Sogou IME Custom Version  com.sohu.inputmethod.sogouoem 8.32.0322.2305171502 Android @9 EncryptWall-An

OPPO Baidu IME Custom Version  com.baidu.input_oppo 8.5.30.503 Android @) BAIDUv3-2

Samsung Samsung Keyboard com.samsung.android.honeyboard 5.6.10.26 Android @ No encryption

Samsung Sogou IME Samsung Version com.sohu.inputmethod.sogou.samsung 10.32.38.202307281642  Android ()TLS*

Samsung Baidu IME com.baidu.input 8.5.20.4 Android @) BAIDUv3-1 \BAIDUv4

Vivo Jovi IME com.vivo.ai.ime 2.6.1.2305231 Android (*)TLS

Vivo Sogou IME Custom Version  com.sohu.inputmethod.sogou.vivo 10.32.13023.2305191843  Android @) EncryptWall-An

Xiaomi  Sogou IME Xiaomi Version  com.sohu.inputmethod.sogou.xiaomi 10.6.120.480 Android @) EncryptWall-An

Xiaomi  Baidu IME Xiaomi Version com.baidu.input_mi 10.6.120.480 Android @) BAIDUv3-2 BAIDUv4
Xiaomi  iFlytek IME Xiaomi Version  com.iflytek.inputmethod.miui 8.1.8014 Android @ iFlytek-And QI‘[S

* Tested after our initial disclosure with Tencent Sogou, but may have been previously using EncryptWall-And.
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1. WeChat . ‘

2. ~27 Chinese IMEs

WireWatch: Measuring the security of proprietary network

encryption in the global Android ecosystem
Mona Wang, Jeffrey Knockel, Zoe Reichert, Prateek Mittal, Jonathan Mayer
(IEEE S&P 2025)



Research Questions

1. How common is proprietary encryption as compared to TLS?
2. How secure are these proprietary protocols?
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How to identify proprietary encryption?

1. It doesn’t conform with existing standardized encryption (e.g. TLS,
QUIC-TLS)
2. ltlooks like encryption — (e.g. looks like random data)
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How to cluster “similar” encryption?

e Encrypted data may differ, but...
o Header data might be similar, and contain similar constants, features, etc.
o Encoding of data consistent (e.g. Base64? Hex? Raw data?)

Header data Header data

Random data

Random data




-
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Google Play I'|'II = L1111 ; .
Scrape popular Install Simulate user ISOI?I’.CES Idethi:y Protocol
applications behavior n:r:fﬁc Pe;?:I:;Etinz clustering
95.6% accuracy in identifying 94.7% accuracy in
proprietary encryption clustering protocols_




WireWatch results

' 12.9% of top Tk apps sent plaintext traffic.

Google Play

3.5% of top 1k apps used proprietary cryptography.

Xiaomi Store
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WireWatch results

’

Google Play

12.9% of top 1k apps sent plaintext traffic.

3.5% of top 1k apps used proprietary cryptography.

Xiaomi Store

65.4% of top Tk apps sent plaintext traffic.

47.6% of top 1k used proprietary cryptography!
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WireWatch results

Independently confirms
concurrent work! [1]

App Store # apps  Plaintext Proprietary TLS not /

analyzed traffic crypto validated
Google Play 882 12.9% 3.5% 2.2%
Mi Store 817 65.4% 47.6% 49.1%
Total 1,699 38.1% 24.2% 24.1%

TABLE 1. SUMMARY OF RESULTS FROM OUR MEASUREMENT PIPELINE.

[1] Racing for TLS Certificate Validation: A Hijacker's
Guide to the Android TLS Galaxy

Sajjad Pourali, Xiufen Yu, Lianying Zhao, Mohammad Mannan, Amr Youssef 54
Usenix Security 2024



Research Questions

1. How common is proprietary encryption?
2. How secure are these protocols?
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WireWatch results

e 177 protocol clusters

o 94 used by only one application.

o 83 were used across many different applications!
e Sorted by “popularity”, e.g. sum of downloads of all apps using each protocol
e Reverse-engineered top 18 protocols

o Some protocols belonged to the same cryptosystem, so we grouped

them into “protocol families”
o 9 protocol families in total
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We manually analyzed the 9 most popular proprietary protocol families...

? contained severe vulnerabilities where we broke the encryption!
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We manually analyzed the 9 most popular proprietary protocol families...

8 contained severe vulnerabilities where we broke the encryption!
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We manually analyzed the 9 most popular proprietary protocol families...

8 contained severe vulnerabilities where we broke the encryption!

130 billion cumulative downloads of applications affected by the issues
we found.
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WireWatch results

Protocol family | # apps ii:::j::se dowr:Ic; s: ded MAU Decryptable | Fixed? Decrzztl:z::tesquest
Kuaishou SDK 76 35.10B Kuaishou 692 mill YES YES |Device metadata
MobSDK 82 30.30B RedNote 312 mill YES YES |Device metadata
Alibaba mPaa$S I5 25.43B Taobao 921 mill YES No :( |Browsing data
DNSPod I 18.10B Pinduoduo 695 mill YES Wontfix [DNS requests

WUP 7 17.62B QQ Browser 571 mill YES YES Browsing data

iQIYI 3 11.28B iQIYI 429 mill YES YES [Network metadata
iShumei 37 10.34B RedNote 312 mill YES Mostly |Security config*
MMTLS I 9.23B WeChat .3 bill NO - -

Beizi SDK 38 9.02B Baidu Netdisk 107 mill YES No :(  |[Device metadata

*contained vuln s.t. network attackers can read file contents on users phones




Leaked browsing data

o

Q QQ Browser

UCBrowser
_52 Tencent
Alibaba
500 million+ active users 400 million+ active users

Data leaked from insecure cryptography includes pages of visited URLs!
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Case study: Alibaba mPaaS (UC browser, Taobao)

e Heavily obfuscated!
e libsgmain.so is secretly a JAR file???

public byte[] staticBinarySafeEncrypt(int i, String str, bytel]l bArr, String str2) throws Se
if (str == null || str.length() <= @ || i <3 || i >= 19 || bArr == null || bArr.length
throw new SecException("", 301);
}
return m94(1, i, 1, str, bArr, str2);
}

public byte[] staticBinarySafeEncryptNoB64(int i, String str, byte[] bArr, String str2) thrc
if (str == null || str.length() <= @ || i <3 || i >= 19 || bArr == null || bArr.length
throw new SecException("", 301);
}

return m96(i, str, bArr, str2);

package com.taobao.wireless.security.adapter;

/* loaded from: classes.dex */
public class INICLibrary {
public static native Object [doCommandNative(int i, Object... objArr);

L__.. Calls into 1ibsgmain<version>.so
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Case study: Alibaba mPaaS (UC browser, Taobao)

libsgmain<version>.so (main encryption library) is obfuscated :(
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Case study: Alibaba mPaaS (UC browser, Taobao)

libsgmain<version>.so (main encryption library) is obfuscated :(

e String literals and constants were stored encrypted in the data section
o had to dump .bss section at runtime
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Case study: Alibaba mPaaS (UC browser, Taobao)

libsgmain<version>.so (main encryption library) is obfuscated :(

e String literals and constants were stored encrypted in the data section
o had to dump .bss section at runtime
e Atrtificially introduces jumps to the result of a bunch of arithmetic, e.g. the first jump in

JNI_OnLoad:

mov
str
adr
ldrsw
mvn
ldrsw
add
add
br

w9, #0x2b

w9, [sp, #local_3c]

x5, Ox128eec

x27, [6x128f08]

x27, x27

x6, [x10]=>local_3c

x27, Xx27,
x5, x5, x27
X5

X6

w9 = O0x2b

store w9 at offset #local_3c on stack

x5 = Bx128eec

x27 = OXFFFFFFFA (value at 0x128f08)

x27 = bitwise NOT of x27 (= 0x5)

x6 = 0x2b (read from stack at #local_3c)

X27 = 0x5 + O0x2b = 0x306

x5 += x27

jump to address [Bx128eec + “OxFFFFFFFA + 0x2b]

o Patched indirect branches with corresponding direct, PC-relative branches
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Case study: Alibaba mPaaS (UC browser, Taobao)

Loads static encryption keys from a file called res/drawable/yw_1222. jpg
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Case study: Alibaba mPaaS (UC browser, Taobao)

Loads static encryption keys from a file called res/drawable/yw_1222. jpg

in the JPEG file contents, keys are stored encrypted with public data (the APK'’s public RSA
signing key)
googled “yw_1222.jpg” and found this public documentation:

Generate the encryption image (Apsara Stack configuration file)

When some components of the mPaaS Plug-in get access to the network, the contents must be

encrypted to ensure security.

« The image named as yw_1222.jpg provides a secret key for encryption and decryption.
The components of mPaaS Plugin automatically use this image for encryption and

decryption.
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Case study: WUP (QQ, Sogou browsers)

Found two critical vulnerabilities in this protocol.

1. Astandard AES-CBC padding oracle. Can retrieve encrypted plaintexts.
2. Vulnerability in RSA construction. Can retrieve encryption key for
18.3% of keys.

Either method can retrieve the underlying encrypted data.
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Case study: WUP (QQ, Sogou browsers)

Used RSA without OAEP padding to perform key exchange, e.qg.:
C = RSA_encrypt(pubkey, m)
Where C is sent to servers, and m is used as an AES key for future encryption.

e Ifthe server decrypted C, and m was over 2'28, it would return a custom error:

error num:-3

o If the server decrypted C, and m was under 2'?8 and AES decryption with m failed, it gave a
different error:

error num:-2
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Case study: WUP (QQ, Sogou browsers)

Recall that RSA is malleable under multiplication:

>>> decr(encr(12)*encr(2))
mpz(24)

>>> decr(encr(12)*encr(3))

mpz(36)

>>> decr(encr(12)*encr(4))
mpz(48)

>>> decr(encr(12)*encr(5
mpz(60) ot

C = me (mod N)

kc(mod N) = k'm’ (mod N) = (km) (mod N)
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Case study: WUP (QQ, Sogou browsers)

This also applies to division (e.g. multiplying by the multiplicative inverse
under modulus N):

>>> decr(encr(12)*encr(gmpy2.invert(6, n)))
mpz(2)

>>> decr(encr(12)*encr(gmpy2.invert(3, 1))))
mpz(4)

>>> decr(encr(12)*encr(gmpy2.invert(10, (1))))

mpz(234467290258139476296891875945585)
>>>

If m = 0 (mod k), then kK 'm (mod N) = m/k < 2%
fm # 0 (modk), then k 'm (mod N) >2'*
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Case study: WUP (QQ, Sogou browsers)

This also applies to division (e.g. multiplying by the multiplicative inverse
under modulus N):

>>> decr(encr(12)*encr(gmpy2.invert(6, n))) ‘\“‘*\\\\\\\$
mpz(2)

>>> decr(encr(12)*encr(gmpy2.invert(3, 1))))
mpz(4)

error num:-2

>>> decr(encr(12)*encr(gmpy2.invert(10, n)))

mpz(234467290258139476296891875945585)
>>>

error num:-3

-1 128
lfm = 0(modk),thenk m(modN) = m/k <2
fm # 0(modk),then k 'm (mod N) > 2"

We have an oracle for whether the AES key m is divisible by any factor k!
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Case study: WUP (QQ, Sogou browsers)

1. Use division oracle to identify all factors of m under 224 (~1 million queries)
a. Let F=product of all factors of m under 224
b. We need to find remaining factor product R suchthat m=F *R

2. Narrow search space for R:
a. Develop a similar oracle to tell whether kR >= 2728
b. Binary-search k such that: kR < 2728 and (k+1)R >= 2'?8 (max 128 queries)

3.  With the bound [272%/(k+1), 2'2%/k] for R, can we brute-force it?
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Case study: WUP (QQ, Sogou browsers)

o W|th the bound [2128/(k+1), 2128/k] fOI‘ R, can n_threads: 256
1r plain: 1F3B0800_00000000_0020DDDD_DDDDDDDD
we brute-force it~ cipher: A773EDCS_A9AQ5124_D39A3409_2304F33F
o Yes! key_min: CC2AF396_67BDOE32_93C185CC_293F3A65
. key_max: CC2AF396_67BD9A16_B23E5407_AE1A2109
key_step: 00000000_00000000_000004A7_E9I94AB0F
INFO: 256 concurrent threads supported in hardware.
Search parameters:
1 1 I n_threads: 256
e From running attack simulations for 100k it S bk 0D i
randomly chosen keys m, we are able to find cipher: A773EDCS_A9A@5124_D39A3409_2304F33F
] key_min: CC2AF396_67BE25FA_DOBB2243_32F507AD
m for about 1in 5 (~183%) keys! key_max: CC2AF396_67BEB1DE_EF37F07E_B7CFEES1

: key_step: 00000000_00000000_000004A7_EI94ABOF
O E.g. the search space for R is under PRSI . Key: CC2AF396_67A4ADSE_72CSCCE2_208DAO2D

1719.66139626503

(brute-forceable within a day) for 18.3%
of keys.
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Case study: WUP (QQ, Sogou browsers)

e \What kind of data is protected with this encryption protocol?
o WUP is used by browsers.

The full URL of each page visited in the browser

Network metadata (WiFi access points, name of connected
network)

Device metadata (screen dimensions in pixels, OS data)
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Overall...

e Basic, but critical, flaws, including:
o Static key use with symmetric cryptography
m Relying on code obfuscation to hide secrets
Key seeded from timestamp
Using RSA without OAEP
Susceptible to AES-CBC padding oracle
Not validating TLS certificates
Running untrusted code
e None of the schemes tried to provide cryptographic integrity or
authenticity, except for MMTLS

O O O O O
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Don't roll
your own crypto!
| |
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This is still a systemic problem

Xiaomi Store

(2024)

65.4% of top 1k apps sent plaintext traffic.

47.6% of top 1k used proprietary cryptography!

Xiaomi Store

(2025)

56.2% of top Tk apps sent plaintext traffic.

38.8% of top Tk used proprietary cryptography!
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1. WeChat

2. ~27 Chinese IMEs

3. 9 popular protocols .
from ~2k top mobile apps .




Discussion

e Are these backdoors?
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Discussion

e Are these backdoors?
o No
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Discussion

e Are these backdoors?
o No

No selective access

Companies that did respond, pushed fixes very quickly

CNCERT/CC is actively interested in improving transport security

Data is already within China jurisdiction

Similar vulnerabilities were actively exploited by Five Eyes to surveil Chinese
users abroad
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Approximately 150 sites

Over 700 servers
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL



Success Stories

* UCWeb mobile browser identification
* Discovered by GCHQ analyst during DSD workshop

* Chinese mobile web browser — leaks IMSI, MSISDN,
IMEI and device characteristics



UCWeb — XKS Microplugin

uCweb

@ Help  Actions~ Reports~ View ¥ 9 Map View

[] state D Datetime « Highlights Datetime End Browser Version i Address Handset Model Global Title Platform Active User/1 Casenotation
1 ] [ 2012-05-13 02:29:20 |y 2012-05-13 02:29:23  8.0.3.107 123movies nokiae90-1 9379900100 java E9DHLO0000MO000
2 B | R | 2012-05-13 06:00:59 2012-05-13 06:01:00  8.0.3.107 123movies nokiae90-1 9379900100 java E9DHLO0000M0000
3 [0 | 4 2012-05-13 19:39:11 |y 2012-05-13 19:39:11  7.9.3.103 HTC A510e android E9BDE0000OMO000
4 ] R - 2012-05-14 12:29:53 2012-05-14 12:29:53  8.04.121 | NokiaE72-1 sis ESDHLO0000M0000
s [ 1 & 2012-05-14 17:46:46 }4 2012-05-14 17:46:46  8.0.4.121 obimasti NokiaX6-00 sis H5H125221450000
¢ [ ' 2012-05-15 18:28:19 g; 2012-05-15 18:28:19  8.0.4.121 bimasti NokiaX6-00 93781090013 sis H5H125221450000
71iCE 17 2012-05-15 20:02:5¢ 4 &'; 2012-05-15 20:02:5¢ 8.04.121 NokiaX6-00 93781090013 sis H5H1252214500C



Why is this happening?



Why is this happening?

e Many of these applications became massively popular around the
early 2010s— before TLS was de-facto standard

o + |nertia
e Anti-scraping/competition (mistaking obfuscation for security)

e 996 — 007 working culture

@ 77?7?77



How do we fix it?

1. Find the problems

e Security researchers should pay more attention to these massively

popular but understudied apps
e Any researcher that looked at this traffic in Wireshark would know

there is a problem



How do we fix it?

2. Report the problems

e Many did switch to TLS when we reported severe vulns, some did not
e \We need to better engage with these companies and put pressure on
them to design better software



How do we fix it?

3. Prevent future problems?

e (Can platforms, app store enforcement, etc. impose restrictions on the
nature of app’s network access?
e “Don’t roll your own crypto” — how do we spread this message?
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Learn more!

WeChat MMTLS: https://citizenlab.ca/2024/10/should-we-chat (PETS 25)
IMEs: https://citizenlab.ca/2024/04/vulnerabilities-across-keyboard (CCS 24)
WireWatch: https://m0Ona.net/papers/wirewatch.pdf (S&P 25, blog post incoming)

RedNote: https://citizenlab.ca/2025/02/network-security-issues-in-rednote/
o RedNote used some of these protocols, and also retrieves videos/image over plaintext HTTP

Questions?

monaw@berkeley.edu
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https://citizenlab.ca/2024/10/should-we-chat-too-security-analysis-of-wechats-mmtls-encryption-protocol/
https://citizenlab.ca/2024/04/vulnerabilities-across-keyboard
https://m0na.net/papers/wirewatch.pdf
https://citizenlab.ca/2025/02/network-security-issues-in-rednote/

